DATA PROTECTION AGREEMENT

This Data Protection Agreement ("Agreement") is entered into on this _______ day of _______________, 2025 at _____________
BETWEEN
M/s. XXX (CIN: ____________________), a company incorporated under the Companies Act, ______ and having its registered office at _______________________________, (hereafter referred to as "Data Controller” or "XXX", represented by its Authorised Signatory Mr. ______________, which expression shall unless it be repugnant to the context or meaning thereof, be deemed to mean and include its directors, partners, successors & assigns, affiliates and associate group), of the FIRST PART

AND

M/s. YYY (CIN: ____________________), a company incorporated under the Companies Act, ______ and having its registered office at _______________________________, (hereafter referred to as "Data Processor” or "YYY", represented by its Authorised Signatory Mr. ______________, which expression shall unless it be repugnant to the context or meaning thereof, be deemed to mean and include its directors, partners, successors & assigns, affiliates and associate group), of the SECOND PART
XXX and YYY shall individually be referred to as a "Party” and collectively as the "Parties”.
WHEREAS:
(A) XXX is in the business of ___________________.
(B) YYY is in the business of ______________________ and has been engaged by XXX to process certain personal data on its behalf in connection with the services provided.
NOW, THEREFORE, THE PARTIES AGREE AS FOLLOWS:
1. DEFINITIONS
For the purposes of this Agreement, the terms “personal data”, “processing”, “data subject”, “controller”, and “processor” shall have the meaning as defined under applicable data protection laws, including but not limited to the Information Technology Act, 2000 and GDPR, if applicable.
2. PURPOSE
The Data Processor agrees to process personal data only for the purpose of providing services as described in the principal service agreement or statement of work between the Parties.
3. COMPLIANCE WITH LAWS
Each Party shall comply with applicable data protection laws and regulations with respect to the processing of personal data under this Agreement.
4. DATA PROCESSING OBLIGATIONS
The Data Processor shall:
(a) Process personal data only on documented instructions from the Data Controller;
(b) Implement appropriate technical and organizational security measures;
(c) Ensure confidentiality of the data processed;
(d) Assist the Data Controller in responding to requests from data subjects;
(e) Notify the Data Controller without undue delay upon becoming aware of a data breach.
5. SUB-PROCESSORS
The Data Processor shall not engage sub-processors without the prior written consent of the Data Controller. If approved, the Data Processor shall ensure that the sub-processor is bound by similar data protection obligations.
6. DATA SUBJECT RIGHTS
The Processor shall assist the Controller in fulfilling its obligations to respond to data subject rights under applicable laws, including access, rectification, erasure, and data portability.
7. RETURN OR DELETION OF DATA
Upon termination of the Agreement, the Processor shall, at the choice of the Controller, return or securely delete all personal data, unless otherwise required by law.
8. AUDIT AND INSPECTION
The Controller shall have the right to audit the Processor’s data processing activities under reasonable notice to ensure compliance with this Agreement.
9. GOVERNING LAW AND JURISDICTION
This Agreement shall be governed by the laws of India and subject to the exclusive jurisdiction of the courts at ____________.
IN WITNESS WHEREOF, the Parties have executed this Agreement as of the date first above written.
For and on behalf of the Data Controller (XXX):
Signature: ____________________
Name: ____________________
Designation: ____________________
For and on behalf of the Data Processor (YYY):
Signature: ____________________
Name: ____________________
Designation: ____________________

